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Summary and KeiRecommendations

The key ecommendations identified by the Road4FAME project are there is a need for research into
the following topics:

a) Realtime data acquisition and analysis
b) Networkcentric communication and collaboration between players, humans gatess
across the entire value chain
c) Scalable gber Physical Systerarchitectures for adaptive and smart manufacturing
systems, and additionally
d) Crosscutting and norAfunctional challenges
* Interoperability standards,
1 Semantic mechanisms
9 Data visuakation
1 Sociotechnical issues
1 Training and education
9 Cybersecurity

The orientation paper is divided into 4 sectionfirstly defining the context of the term
“manufacturing as consi de rietrdducing thet AhRoad4FAMEpseenandsich have
been used as the basis of the Road4dFAME Roadmapping wWwkchallenges and research
recommendationsdentified by the Road4FAME expert groapd finally, the impact that addressing
these issues would have on the manufacturing industry.



Definition of Manufacturingand Related &rminology[1,2,3]

Traditionally, manufacturing has been defined the production process of transformingaw
materials into usefuproducts andgoods.Nowadays although physical production i®ften at the
centre of awider manufacturing value chajnmanufacturing goes beyond this encompassing
production, research, design and service provisianufacturers arefrequently using this wider
value chain to generate new and additional reveaughe exploitation ofCTFbased soltions across
the manufacturing process chaiga used tomake manufacturing efficient. Both in combinatitm
allow for a more personalized, diversified and mpesduced product portfolio an@ilso forflexible
reaction to market changes. Staying aheadh&fcompetition ensures Europe's compet#ivess

Digital manufacturing assumeskay role for innovation and growth. m@ductivity growth isessential
for returning to a sustainable growth pathAs productivity growth is a compoundingeasurefor

Europeaneconomies to escape the financial crisismall improvements on an annubasis make
large differences over the lontgrm. When looking at ways of boostingroductivity, the role o

digital technologies andgreater adoption ofinformation and Communicatiec TechnologyICT)

mostly innon-ICT sectords relevantto drive the productivity growth Europe needsisbon council,
2014).

There aramany differentdefinitionsof manufacturing. Some recenbnes are presented belaw

‘“The new er a will be marked byahighlyuagile, mefworked enterprises that use
information and analytics akillfullyas they employ talent and machinery to deliver products and
services to diverse global —-[Alar ket s’ (McKinsey ¢

‘' The app leddiogedge technical knowledge and expertise for the creation of products,
production processes and associated services, which have strong potential to bring sustainable
growth and high economic value to the UK. Activities may stretch from R&D at on¢oend
recycling at the other’ -[f)Technol ogy Strategy B¢

Digital Technologies such as Cyber Physical Systems, Internet of Things and Machine to Machine
communication, areradically changing business and industrial processes, enaldittige new

classes of products and servicefCT will decentralize production byenabling flexible,
programmable and embedded forms of manufacturing, by synchronizorgplex, higkend
production systemsand by creating highly innovative value chains that cut acrdasaditional

sectors and domain®utch Agenda Smart Industry, 2014].

1 https://www.gov.uk/government/uploads/system/uploaglattachment_data/file/283900/ep2&uture-
manufacturinginternationatapproaches.pdf

2 http://www.ifm.eng.cam.ac.uk/uploads/Research/CIG/HVM_summary_000.pdf

3 https:// www.gov.uk/government/uploads/system/uploads/attachment_data/file/255923/830-future-
manufacturingsummaryreport.pdf

4 http://www.mckinsey.com/insights/manufacturing/the_future_of manufacturing

5 A landscape for the future of high value manufacturimghe UK , TSB (2012)
https://www.innovateuk.org/documents/1524978/1814792/A+landscape+for+the+future+of+high+value+man
ufacturing+in+the+UK/0Offe 7682f8c¢-403889b3290c1085389d



https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/283900/ep26-future-manufacturing-international-approaches.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/283900/ep26-future-manufacturing-international-approaches.pdf
http://www.ifm.eng.cam.ac.uk/uploads/Research/CIG/HVM_summary_000.pdf

Industry 4.0 is stated as thé"4ndustrial revolution by the German Industry 4.0 platform which
has been established by major public and private initiativeigure 1shows the preious
revolutions in manufacturing, which were caused by steam engines, assénelwork, and
electronics and automation. Thé'4ndustrial revolution, i.e. industry 4.0 imsed on the technical

i nt egr at i-BhysicaSfy s,t Gymbse'r ( C I 8nd logistics asmwelldatlretapplication
of internet of things and services in industrial proces3éss includes the resulting consequences
for the adding value, the business models and the subsegemmices and work organisation.

— ~ 71960

. . Electronics and IT facilitate automation
3 ind. revolution

driven rationalisation and multi-variant
series production
5 B Sales market - buyer market in the global competition

®  Multi-variant series production of mechatronic systems

m (Social) Market economy, knowledge explosion,
indebtedness of developed economies, globalisation
Prosperity through mass production based on

division of work by means of electrical energy
® Demographic growth and demand based on affluence

~ 1870
2" jnd. revolution

B Large-scale industrial mass production in electrical, chemical and
automotive industry

m Significance of unions growing, beginnings of social democracy,
communism and affluent society

Work and power machines facilitate industrialisation

and prevent hunger crisis

m Population Explosion

~ 1750
15t ind. revolution

m Centralised, partially mechanised factory system based on the
division of work in textile, iron and steel industry

m Development and exploitation of factory workers;
pauperism, urbanisation, civil revolution

Image sources: AUDI auto-medienportal.net; DFKI; bahnbilder.de

Fig. 1PreviousMajor Developments in Manufacturingrivironments

“The world is in the midst —onethaintpgeatresadiérsg setss hi f t
of ideas, products and services globally through the lens of highly complex, integrated and self

morphi ng resource webs.. Highly talented skilled
consistently apply cutting edge science and technology, systems thinking, smart services and
processes, and supply cf6ain excellence’ (Del oit

Thesedefinitions highlight eitherthe systemsnature of manufacturing or particular technological
and/or organizational enablers that amources of competitive advantageAdditionally,the term
High Value Manufacturing (HM¥jay also be used

6 hitp://www.deloitte.com/assets/Dcom
Global/Local%20Assets/Documents/Manufacturing/dttl 2013%20Global%20Manufacturing%20Competitivene
ss%20Index_ 11 15 12.pdf



http://www.deloitte.com/assets/Dcom-Global/Local%20Assets/Documents/Manufacturing/dttl_2013%20Global%20Manufacturing%20Competitiveness%20Index_11_15_12.pdf
http://www.deloitte.com/assets/Dcom-Global/Local%20Assets/Documents/Manufacturing/dttl_2013%20Global%20Manufacturing%20Competitiveness%20Index_11_15_12.pdf
http://www.deloitte.com/assets/Dcom-Global/Local%20Assets/Documents/Manufacturing/dttl_2013%20Global%20Manufacturing%20Competitiveness%20Index_11_15_12.pdf

Road4FAMBManufacturingScenarios?

In Road4FAMEthe needs and requirements of manufacturing companies are identified under
particular consideration of four manufacturing scenari@ee Fig. 2 These scenarios have been
constructed in a way so they are a) challenging and di) yet possible today, i.e. of a certain
visionary nature. Companies in each manufacturing scenario likelysfatiar challengeand likely

have similar needs and requirements regarding manufacturingThE four scenariosre not
alternative visions offuture manufacturing but rather describe interesting and important
manufacturing settings with which manufacturing companies are likely to increasingly identify in the
future. The four scenarios are not mutually exclusive so a manufacturing company nadojebio
identify with aspects of more than one scenario. The following provides a brief description of each
scenario and outlines the challengebicheach scenario entails.
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Fig. 2Road4FAME Manufacturing Scenarios

Scenario 1. The Manufacturings-a-Sewvice Enterprise

The MaasS enterprise does not sell products, but offers manufacturing as a service. The manufactured
goods are complex and fully customized. It frequently faces siatite requests of high volume.

The considered MaaS needs to be able tkjy reconfigure and scale up its production, to establish
close information exchange with customers, i.e. integrate with other businesses and enter into
business agreements, and cooperate with the new partners in order to fulfi new orders

"=WHAT,tobé¢ r ansf ormed into section “a) Challenges



appropriately. The range of offered services goes beyond pure manufacturing process, extendin
over all the value chain e.groduct design, after sales support, product maintenance.

One key asset of IT is a full digital representation and virtualisation of the manrifagtcycle,
covering CAX tools, engineering, prototyping, production and qualification phases to target WYSWYG
paradigms. Digitization of, for example, product quality, userharacteristics andproduction
parameters based on sensory systems wiflo becrucial to new innovations in the production
process, products and servicd3igital toolsare instrumental to ensure deoupling of design and
production steps. One example is the model of semiconductor foundries, one other prominent
example would be 3D rimting, but traditional processes like CNC gradually adopting similar
principles.

The company offers itsmanufacturingservicesglobally and is strongly depenaieon an efficient

mechanism for service provisioh.h e company’ s st r ad antgipate chahgasnin i s t o
demand from the customers, keeping the pace of technological progress in the sector and to improve

the companies’ a b-hot. iPtedicting wends ankdemardrwill eegusre usiny data

mining on a variety of data comirfigpm mary sourcese.g. social networks.

Scenaria2: The Virtual Enterprise

The virtual enterprise is an association of companidsch cooperate aéhoc to react to market
opportunities, to do research together, innovate products and to minimize costs resks for
approaching new markets with new productSompanies will also seek to ensure the flexibility of
their complexsupply chain and the fast @nfigurability of their production lines (e.g. through self
adaptive and modular machine tools and radpto meet changing consumer requiremenihe
involved companies have to join forces effectively to really form one business out of many. The
virtual enterprise would be established 4wbc around a short term request and dissolve after the
satisfaction @ the request.As capabilities might replicate capacity in multiple partners, they will
need to bid internally for selection.

ICT has enabled improved, geographically distributed manufacturing processes underpinned by
knowledge management systems ablecimpe with the entire production cycle from design to sales
and service supplythe role of ITsto enable full virtualization of resources through interoperable
platform thatconnect and synchronizecritical business processes along the value chihat,aligrs
priorities, make transparent resource demand and supply, exchaigrmation of critical product

and production data to accommodate for fast-hdcdecision making.

A virtual enterprise consistinge.g. of SMEs would enable them to complante each ot her
strengths or to attain the capacities of large enterprises. A virtual enterprise consisting of both large

and small companies enables to combine strengths, i.e. the large companies bring in their capacity,

and the small companies bring iheir flexibility and innovation power. Also, the virtual enterprise

enables a much broader product and service portfolio than any individual company could provider
alone.The Virtual Enterprise is often confined to a regional-egstem for which ICT commigation

and sharing provide means for networking, collaboration and integraGompanies will be required

to engage in regional based operationshetter and fasterfulfil local demand such as highlighted

by regional manufacturing of fashion produatscountries such as Italy.



Scenario 3: The Higidolume/High-Value Production Enterprise

This scenario describes a company which produces high volumdsgb#value goods and
increasingly faces the challenge of shorter productdifeles. To remain coreptive, it also needs

to be capable of offering an increasing degree of customization, despite the high volumes produced
(mass customization). The supplytwerk the company is embedded withitomprises some long

term cooperation but also atloc cooperatn.

As product development, production planning and engineering, production execution and
manufacturing services are converginghanks to process digitalization and cuttiegge software
tools — the product quality, the degree of customization and depehent speeds increase while
maintaining compative prices. In this scenarithe level of automation is high in the plant, and the
customization of production requires short reconfiguration cycles, including tests / experimental
production, fast reprogranming of machines and frequent updates of information to the workers
who need to be skilled and also frequentlytrained, as well as short rarp and scalaip cycles.

ICT wouldsupport and driveconvergence of MES and enterprise IT systems to estahlidie
centralised, flexible automation architecturln this casgcontextawareness of production facilities
and moving decisions to the point of interest (i.e. close to the sensor and monitoring syistem)
important in order to adaptin real time theproduction to current product specifications, react to
and schedule order execution appropriately, also according to specific customer rel&tiosisvork
centric approachto production will replace linear production processeEhese networks will
interconnect parts, productand machines across production plants, compaai@s value chains at a
highly granular levelThe German vision of the Industry 4.0 predicts tHeirtustrial revolution for
networked and smart production architectures.

The Digital Faoty is hotonly aboutmore advanced sensamformationand moritoring systems with

high granularity levelslt is also key tdrive further data aggregation andutomation, together with

next generationcontrol systems New ways of pattern recognition, dagnalytics and predictive
modelling can evetead to fully automated facilities and to smart aadtomated ways to support
production assistantand decision making in any situation and contekhe fact that a company has

to react to an increasingly dgmic market entails also thahe individual worker haso keep this
pace, by acquiring relevant knowledge fast enough. With the-lHalfof relevant knowledge
decreasing, the rate of human knowledge acquisition threatens to become the limiting factor for
companies to keep pace with technological progress. Appropriate IT support has to be provided to
the human who is embedded in the digital factory, in the form of contelvant information and
on-the-fly knowledge provision supported by, e.g., knowledmgesed decision support systems or
selflearning systems supported by cooperaticgtlveen humans, machine and data.

Scenariod: The Green Enterprise

This scenario describes a company to which environmental awareness is an important part of the
company img e . But the company’'s goal is to go beyonc
products to really introducing environmental sustainability as a key parameter in all steps of the
product lifecycle, including sourcing and recycling. Based on the caasiole of data from a large

number of sources, redime information about the footprint of manufacturing processes is available



to steer production towards minimal environmental impakeeping record of the origin and history

of raw materials as additi@l aspect of environmental awareness is used as a marketing advantage.
Buyback of products for recycling or product rental and return to recycle policies are strategic,
increasing sustainability on sourcing and creating stronger bonds with customer.

The ewironmental footprint of ordered, customized products is available to customers in the
customization step, so the footprint generated along the vathain is transparent to the customer
and environmentally aware buying decisions can be made. To the n@uargaand the customer,

the environmental footprint is available and can be taken into account as an actual decision
parameter. The environmentaimplications of design, processaind buying decisions become
completely transparent.

With a certain customesegment increasingly demanding such transparency, the competitiveness of

the company increasingly depends on the degree of transparency it is able to provide, and the level

of environment al sustainability itendanr rdaemdmdters:
tangible economic value.

Minimization of resource consumption and energy efficiency is a critical performance indicator
especially for the continuous process industry like pharmaceutical, chemical, food, metal processing.
In particular,adapting energy demand and supply corggult inmajor economies.



Challenges and Research Recommendations

The followingresearch areashave been identifiedoy the Road4FAME projeas being key for
supporting the future manufacturing scenarios pressht

1 Reaitime data acquisition and analysis

1 Network-centric communication and collaboration between players, humans and systems
across the entire value chain

9 Scalable Cyber Physical System architectures for adaptive and smart manufacturing systems,
and alditionally

In addition, a number of rosscutting and norfunctional challengeshave been identified and
research intolnteroperability standards, semantic meatisms, @ta visualization sociotechnical
issues, taining and educationoybersecurityis ako recommended.

In the following sections the rationale behind these recommendations is given along with
further detailon the challenges being addressed.

Key challenges for manufacturing companiés:

Over the last decades, manufacturing companies havenbienplementing poinsolutions, each
bringing a specific feature dixing a specific issueeBulting from this approach is many casea
highly heterogeneous anufacturing IT landscap&Vhile these IT landscapes are already costly to
administer, further addition of capabilities becomes even more costly because they have to be fitted
into the heterogeneoudT landscapelready existing. This is a main reason wihg majority of
manufacturing companies are usually well behind the latest manufacturinggdfinology. This
indicates that it is usuallyot the unavailability of technology that poses a bottleeck for IT
innovation in manufacturing companies, but the fact that the latest manufacturing IT technologies
are in effect out of reach for most manutacing companies, especially SMEs, due to the very high
implementation costsaas well as complexity and lack of capacity / IT expediseto the very high
implementation costsWithout approaches to overcome this situation, or lessen the impact of it,
marufacturing IT innovation will always be doomed to happen slowly.

Manufacturing companies are increasingly facing the challenge to be flexible and offer highly
customized products. Furthermore, manufacturing companies, especially SMEs, are confronted with
ever stricter requirements from larger buyers, e.g. for tracking and tracing capabilities, or resource
efficiency information. All these challenges are not only relevant today, but can be expected to
further increase in relevance in the future. ManufachyilT solutions need to be available to
support manufacturing companies, especially SMEs, in responding to these challenges successfully
and without daunting implementation costs, thereby maintaining and boosting their competitiveness
locally and in the icreasingly globalized markets they participate in.

8=WHAT,tobé¢ r ansf ormed into section a) Challenges



Real time data acquisition and analysis

Within manufacturing there is a continuous drive for efficiency and qudligitisationwill further

evolve ands brough to another level within a Digital Faato Not only will it enable commucation
between all partners in the value chain, but digitisation of, fekample, product quality, user
characteristics ananore sophisticatecproduction parameters based cadvancedsensory systems

will also be cruciald new innovations in the productioprocess, products and servicésnderlying

this is a need for improved situational awareness throughout the factory and the supply chain. This
can only be achieved via much greater levels of data acquisition througheyirbcess and the use

of this data for optimization, decision support and distributed control. Here there is a great
opportunity for introduction of novel, easy to install, low cost, sensor technologies and monitoring
concepts. If wireless monitoring is be used there is also a need for utcav power electronics and
energy harvesting technologies to avoid the need for, and associated maintenance costs of, battery
change. An increase in data gathering will also require robust wired and wireless coratimic
protocols that can deal with efficient transmission of individual data values from a multitude of
sensors to streaming of data at high data rates, e.g. for vibration and video monitoring. A challenge
for the future will be the physical system intetjiom of highly complex acquisition systems and
management of the data deluge from the myriad of installed sensors throughout the plant and the
fusion of this with other information sources within the factory and supply chain. Here there is a
need for visulization tools to manage the complexity of the data produced allowing managers to
understand the “real world in real ti me” , mana
control and optimize the manufacturing process.

Network-centric communication ad collaboration between players, humans
and systems across the entire value chain

Three main drivers are pushing forward the distribution of manufacturing and flexibility of
production networks: globalization, companies increasingly focusing on their lmasimess, and
decreasing lot sizesThese trends increasingly require fast and flexible establishment and
reconfiguration of production networks to maintain the competitiveness of involved compalnies.
order to achieve thisorganisations, humans, andségms have to communicateshare information

in real timeand collaborate seamlessly across value chains.

Production networks linkcompanies in networks, with an active input communication and
organisation of the work obther organisations. Individuantrepreneurs havdo shift their focus
more and more to the addedalue of the value chain or network as a whaBkoud services are
promising technologieto organiseinformation throughout the value chain, givimgmpanies direct
access to logistics fiormation from other organisations This approachshould beextended to
information about manufacturing, enabling activger-company synchronization of production data,
process information and parts delivery. As a resmiganisations will become moreegendent and
compete together as almost a single entity.

In particular relevant infrastructures and platforms have to be established which provide
interoperability throughout supply networks on business and system level with regard to syntax and
semantics(protocols). ICT security, solutions for IP protection and the establishment of trust in



collaborative cloudinfrastructures are needed to ensure viability and acceptance of those
infrastructures and platforms.

Another importantaspectis the defhition of collaboration models. This goes beyond just providing
communication and protocolbut also needs to consideegulations, governance, advanced supply
chain decision support and global optimisation including mechanisms to balanoestir

Scalable CP&chitectures for adaptive and smart manufacturing systems

Future ICTtools andtechnologies have various opportunities such as increases in efficiency and
quality throughout value chainsor the exploitation of additional markets, and manufacturing
spedfically adiressing current market and customer deman@nart manufacturing will exploit
advancesin wireless sensor technologies, M2M communication and ubiquitous computing, that
would allow totrack and trace eaclndividual part of the production and mnitor the indvidual
phases Together,an internetstyle network of interconnected, intelligent machinesre termed
Cyber Physical Systems (CPS) (See Fig. 3) vdemidiag tothe industry 4.0 glossary of the VDI
committee for industry 49is a systenwhich interlinks real (physical) objects and processes with
information processing (virtual / cyber) objects and processes by means of open and distributed
networks. Additionally, a CPS can use local or remote available services, or provideasiane
interaction. Especially when it comes to networked CPS, additional features like dynamic
reconfiguration, continuous evolution, partial autonomy, and emerging behavior of CPS networks
become important, tod’.

B Systems of Systems
Collocation of CPS which intelligently
combine their individual abilities in order to
provide new abilities

B Networked intelligent components
Systems composed of several actors and
sensors with central intelligence
Central interface outwards
- limited access on subcomponents

Image: GHV

B Active sensors and actors

Systems with exactly defined, % ‘ y
relatively small range of functions . CPS:

cyber-physical
system

E RFID (Passive)
Distinct (unique) identification
Intelligence of the system can be
provided only by central services

RFID:

radio
frequency
identification

Fig. 3 CPS Stages ofdlligence (© FraunhofetPA)

Shttp://www.iosb.fraunhofer.de/servlet/is/48960/Begriffsdefinitionen%20des%20VDI%20GMA%20FA7%2021.
pdf?command=downloadContent&filename=Begri#fiditionen%20des%20VDI%20GMA%20FA7%2021.pdf
10 http:/www.cpsos.eu/wp-content/uploads/2014/09/CP Seff/er.pdf



CPS will provida sharedsituational awareness to support netwedentricproductionby closing the
loop between the virtual world and the physical world.order to exploit the full potential oEP$S
various existing ICT systems have to be intemghaadapted to the industrial needand deployed on
the shop floot

I Software systems such as CAx, PLM, ERP, MES. Nowadays, integration of those systems
comes along with high efforts for customization, i.e. configuration and implementation of
interfaces wiich enable the necessary data exchange. However, to achieve integration and
migration to new systems or features faster, architectures are required which enable
seamless integration, e.g. by supporting information integrattbrough industrial data
standads and agreed ontologiemther than system integratianThis should also consider
closed loops, e.g. to enable lifecycle related optimization.

1 Automation systemshroughout all layers from Sensor level, to Internet of Things and CPS
level, as well as nzhine controls, MES, and ERP systems (refer to ISA 95 for typical current
system layers). Integration of those systems nowadays usually takes place hierarchically,
often alsovia proprietary or industry specific protocols and data formats. As a resurteff
for integration or reconfiguration of automation systems are quite high.overcome this
issue, advanced architectures are required which enable seamless integration apéfdow
(re-) configuration of systems throughout all layers (including safewvsystems above), as
well as direct communication among intelligent components as it is required e.g. for
distributed system components.

For both of these integration/migration challenges, appropriate IT architectures have to be
developed and establisheincluding the migration from existing ones) in practice. While doing so,
aspects to be considered include rdémhe capabilities, interoperability among systems and
components, adaption (e.g. to varying governance structures), scalability (i.e. number of
systems/components integrated), and flexibility (i.e. kind of systems/components to be integrated)
etc. Approaches to be taken into account to achieve this are solutions baskt2khtechnologies,
serviceorientation in information and automation integtian, and cloud paradigms and
infrastructures.

The convergence of cloud and 10T technologies will facilitate the development factories of the future,
these future manufacturing plantsilvcomprise a numerous of dewis, physical and virtual smart
objects, internally and externally interconnected to dynamically enable the configuration and
monitoring the operational capabilities of the plant, or networks of plants, the quality control and
efficiency improvement. Additionally, the traditional phase: desgnduce and customer fulfillment

is fragmented and it will be replaced by a close loop management of the end to end design
customer fulfill, where cycles are shorter and products are designed based on customer
requirements. The process do not finish wittee product delivery, the produetervice provides
information for the maintaining services and for continues design of products and processes and the
sensors in machineries and manufacturing service developed will facilitate the operational
performance nodel for predictie maintenance of the machinery

A global plant floor requires that the network of production facilities operates such as a single virtual
plant. Operations require individual plants centralization control capabilities based o#imeal

information, Multiplant Manufacturing Execution Systems (MMES) and major integration and
visibility on supphcustomer ecosystems based on Enterprise Manufacturing Intelligence (EMI)



platforms. Additionally, increase of control and supervision requiresrong and speed up the
decision making capabilities based on rale information, interoperability between systems and
collaborative decision making. This environment requires adapdivé scalablearchitectures to
support realtime data for operational ranagement, the supply chain execution and collaborative
decisionmaking. Scalable and mu#thterprise architectures for managing the operations of network
of organizatios in the same supply chain and connectiES and business processes in real time
andestablishing new business models based on secure cloud services

Manufacturing digitalization is a reality and the digital enterprise is changing all areas of industry
using CPS and internetechnologies such as clodmhseal services, data analytics, mabil social
media and smart devices. Due to the increase of complexity in manufacturing, the marketplaces offer
will satisfy the demand of services and applications based on cloud infrastructure.

Cross cutting and noffunctional dhallenges

In addition tothe three main research areas highlighted above there are a number of-cuttasg
and nonfunctional challenge®sf general interesthat also needo be addressed acros the board
These include:

1 Interoperability standards: covering protocols, syntand semantis are necessary to
interconnect various systems throughout all levelorfi smart objects tosupply chain
management level). This would enablasf and faultless integration ofCPS and
manufacturing IT systems in bothharizontal sense e.g. vaious partners in a production
network, andalso from thevertical perspective e.g. from the sensors arejuipment to the
supply chain management system, allowfagt reaction to charigg commercial demands
andconditions. Wetherefore recommend that theEC funds CSAs concerned with:

1 Supporting the definition andharmonization of fstems of Systemsntegration
standards (e.g. for the manufacturing domain), considering vertical and horizontal
integration aspects.

9 Supporting the creation of guidelines forast adaption of the developed
interoperabilitystandards and their integration with business processes.

1 Supporting the setip of consistent evaluation environments showing the benefits of
the newly defined / harmonized standards.

9 Supporting and monitoringhe implementation of strategies for standardll-out
and development, which make sure that stkmds are accepted by industry and
applicants (e.g. due to reduced complexity, coverage of dorspdnific
requirements, acceptance anchplementation by key layers, etc.)

1 Beyond standards, semantic mechanisms are needed which enable exatynge of
information and datdntegration of legacy systems and systems from different domains (e.g.
standards are mostly specific for industry branches). Semantic temtiesl like ontologies
for data acquisition knowledge elicitatiorand information exchange have to support the
mapping of information representation throughout different systems and domains.



addition, research is also required inteelfsdescriptions of CPS /componentsystems
providinginformation on capabilities and access information for interfaces.

9 Data visualization isecessary to deal with complexity & support of human decisibtese
there are requirements foappropriate visualizatiormethodologes for large amounts of
information (filtering etc.) ando extract potential relationships. Additionally, there is a need
for role-basedluserspecific viewdo present the most appropriate and relevant information
to users.

9 Addressingsociotechnical issigeis a major factor in succedsl deployment of new
technologiesand a key element and this is ti#MI whichis the primary interface between
humans and the systeniThe djective ist o pr ovi de Hitvitive to use hna t ar e
modular so that they can beonfiguredto support application and task specific user
interfaces.

i Training and educatiors animportant underpinning activity This needs to addreskcision
makers, the engineers who are developing and deploying systems and end users to achieve
anawareness and acceptance of new technologies

1 Cybersecurit}}, in particular, represents a critical and complex cfostsing challenge.
According t o Mi crosoft, “busi ness —and lisu e i s
increased when more data is availablelie analyzed-making security more difficult and
costly. The more devices connecting to a system, the more vulnerable that system becomes.
Data security is also more complicated with more systems using the same data source for
different types of analytics,et each system has its own unique vulnerabilities and consumes
dat a di ¥ AsethedaT texpands; cybersecurity will have to be considered at every
point and common, sector specific threats or threat model will need to be identified. Security
requirements that are unique to CPS will have to be determined. A cybersecurity risk
management framework and methodology to enable, assess, and assure cybersecurity for
adaptive and smart manufacturing systems will have to be established; adaptable
computationaland storage tools including methods for protection and security of intellectual
property will have to be identified, developed, and deployed. Novel information security
concepts and/or approaches, such as turning properly constructed interfaces from attack
surface$® into cyberdefense surfaces, offering explicit and implicit design guaratteasd
providing security as a class of interface guarantee, will have to be explored. It will be much
more effective and ultimately cheaper to secure smart manufantursystems at the
engineering design pha¥e rather than later. The economic and technical viability of
possible integration with legacy systems as well as existing open source applications and
tools will also have to be assessed.

Wi thin the context of manufacturing scenarios, cybenetwsrksgurity is
againstmaut hori zed disclosure, transfer, modi fication, or destruction
12 http://www.microsoft.com/windowsembedded/erus/intelligentsystems.aspx

13 https://en.wikipedia.org/wiki/Attack_surface

1 https://en.wikipedia.org/wiki/Design_by_contract

15“Sjcherheitskonzepte fiir Industrie 4.0 konnen nicht im Nachgang eingeflickt werden, sondern miissen schon bei der Gestaltung de

Gesamtl 6sung im Sinne des Secur i tApfortesungendidndugtriedider Gcksi chti gt werder
(http://www.konstruktion.de/themen/antriebstechnik/securitanforderungenfur-industrie-4-0/)



Impact of Addressing thee Challenges fahe Manufacturing
Industry

If the challenges outlined in the previous sections are successfully addressed the expectation is that
the research would contribute and enable the following capabilities:

1 Novel approaches to provide manufactilT capabilitieswiftly andat low implementation
costs so that new functionality can be incorporatédwhen and as needed. This involves
dealing successfully with the heterogeneity of the existing IT landscape in manufacturing
companies. $ome lkywords in this regard are: interoperability solutions,semantic
interfaces, abstraction layers, modularityapps / outof-the-box solutions / plugand-play,
migration grategies)

1 Enabling flexibility at factory level and across supply chain: Semantic tegre®lkand seilf
learning capabilities to support feonfigurability at shogloor level. Seamless integration
across the supply chain to guarantee quick adaptation to new customization of products.

1 Enabling traceability: Approaches are to be investigatetessibly provide tracking/tracing
capabilities even for manufacturers which do not manufacture at a high level of automation.
(Some keywords in this regard are: retrofitting, robust-petivered wireless sensors)

1 Enabling optimization of resource efficigncdecision making, predictive maintenance:
Approaches are to be investigated to feasibly introduce and operate monitoring
infrastructures with a very large number of sensors. (Keywords in this regard are:
connectivity, data acquisition, integration withedision making applications, data fusion,
reaktime data processing, redime decision making)

These in turn would directly have an impact and provide finanselefits to manufacturing
companies through:

1 Acceleration of deployment of IT innovation at m#iacturing companies by making
manufacturing IT innovation not only available but also accessible for manufacturing
companies, especially SMEs, by means of drastically reduced implementation costs.

1 Outof-the-box availability of IT solutions for smallenda medium sized manufacturing
companies, enabling them to be more flexible, offer higher degrees of customization and
respond successfully to the increasing requirements for tracking and tracing capabilities or
resource efficiency.

9 Transfer of solutions &m the wider IT domain to manufacturing domain, thus cross
fertilizing the manufacturing domain with IT solutions from other IT fields.



Considering the research recommendations presented the spdaifiacts with respect to the
identified research prioties are:

1 Real time data acquisition and analysis
The introduction and wide spread use of real time data acquisition and analysis will
fundamentality change manufacturing giving rise to much better monitoring and control of
the process chain. Coupled withnovative visualization, analysis and decision support tools
great improvements can be made in efficiency and quality while at the same time identifying
and managing risk within the manufacturing process and the supply chain.

1 Network-centric communicatim and collaboration between players, humans and
systens across the entire value chain
Seamless integration of organisations, humans, and systems throughanufacturing
networks is the major precondition fdast and flexible establishment and reconfigtion of
production networkswhich is needed to sufficiently respond to trends like shortening
product lifecycles and product individualization. While doing so, it will facilitate the
implementation of innovative business models and exploitation of (amtthl) market
potentials.

1 Scalable CPS architectures for adaptive and smart manufacturing systems
CPS architectures and smart manufacturing systems development in manufacturing will
improve organization, monitoring and control of business processalsingit more flexible
and adaptable to changing conditions. It will facilitate the creation of new business
opportunities in manufacturing for manufacturing service provision, production processes
closer to customer, lower barriers to new entrants for applicas and services development
that will facilitate to SMEs access to new technologies and services at lower costs.

1 Crossutting and nonfunctional Issues
In addition, a number ofrosscutting and norfunctional challenge®ave been identified
and researh into Interoperability standards, semantic meahiams, @ta visualization
sociotechnical issuesdining and educationoybersecurityis also recommended.



References and Sources of Information

In compiling this orientation paper the following refex®s and sources ohformation have been
considered as highlighted in the following sections.

[1] Road4FAME documents

The recommendations above are based ond#éie Road4FAME findings obtained in expert
interviews and workshops, and by contrasting theselihgs with own analyses of trends (D2.3),
research landscape®L1.]) and strategy document®9(d.2. The documents listed below summarize
these findings. They are publicly availablevatw.road4fame.eu/resources

T

T

T

D2.2 Needs and requirements inanufacturing businessestings

This document presents an overviewdafallenges and needs of the manufacturing domain
which was established by conducting interviews with representatives of manufacturing
companies and manufacturing IT solutions providers. In a otdfi process, 37
representatives of manufacturing businessand manufacturing IT solution providers were
involved in faceo-face interviews and telephone interviews of-20 minute duration. Input

from two workshops with the Road4FAME Experts Group contributes to this document as
well.

D1.3 Overview of technology push and application pull regarding architectures and services:
Whereas most previous deliverables constitute separate building blawmk®stablishing
either the push perspective (D1.1, D1.2) or the pull perspective (D2.3, this document is

to analse them jointly, thereby joining push and pull perspective. Beyond the material from
previous deliverables, input received at two workshops with the Road4FAME Experts Group
is also considered for the analysis.

D3.2Initial Roadmap

This deliverable summarizes and analyses the input from our previously held roadmapping
workshops and illustrates an initial version of theaR4FAME roadmap.

The recommendations/opportunities under are derived from the Road4FAME recommendations as
presented at theé R o a dvieating in Brussels (11/7/2014).

a) topic a:Real time data acquisition and analysis
b) topic b: Networkcentric communicatiorand collaboration between players, humans and

systems across the entire value chain

c) topic c: Scalable CPS architectures for adaptive and smart manufacturing systems

Top Four ICT Manufacturing Solutions

1

1

Real time data acquisition arhalysiqrelated to topic a)

This includes advanced MES systems, production monitoring in real time, distributed ICT
systems for collecting resource utilization on individual machines, open data and system
integration platform for unstructured data environment and capabifity big data analysis

and use especially for quality control

ICT platform for advanced supply chain decision supjpelated to topic b)


http://road4fame.eu/wp-content/uploads/2014/01/Road4FAME_609167_D1-1_ReportOnResultsAndConceptsFromRelevantInitiatives_v2.0_FINAL.pdf
http://road4fame.eu/wp-content/uploads/2014/07/Road4FAME_609167_D1-2_PreliminaryOverviewTechnologyPush_FINAL-VERSION.pdf
http://road4fame.eu/wp-content/uploads/2014/01/Road4FAME_609167_D2.2_Needs_and_Requirements_in_Manufacturing_Business_Settings-v1.0-SUBMISSION.pdf
http://road4fame.eu/wp-content/uploads/2014/01/Road4FAME_609167_D1-3_PushAndPull_v1.0-SUBMISSION.pdf
http://road4fame.eu/wp-content/uploads/2014/01/Road4FAME_609167_D2-3_ReportOnSocioeconomicDevelopments_v2.0_FINAL1.pdf
http://road4fame.eu/wp-content/uploads/2014/07/Road4FAME_609167_D3_2_Initial_RM_4_Manufacturing_Scenarios-SUBMISSION.pdf

This includes advanced support services and platforms for collaborative working and supply
chain visibility and perfonance data to assist decision

1 Interoperability and standardgelated to topic b)
This includes interoperability solutions, united interfaces and model formats for transferring
digital models, standards for exchange of manufacturing information and evigntiD T
convergence

1 Modelling of virtual Enterpris@elated to topic b)
This includes muHievel heterogeneous modelling of virtual enterprises, novel risk analysis
algorithms embedded in software services accessible teexqert users and simulating
tools for new process design

[2] RoadFAMEResearch Recommendations

1 Distributed algorithms to process data in real time; algorithms for streaming data
continuously to calculate results; manufacturing datéentated search enginérelated to
topic a)

1 Viswlization tools for contextual awarenegglated to topic a)

9 Decision support tool&elated to topic b)

1 Multilevel architecture models and model management including stochastic/human
modelling and model integration i.e. ontologpased information modeltig (related to topic
c)

9 Collaboration model definition: protocols and regulatignslated to topic b)

1 Exploitation of future internet architecturggelated to topic c)

1 ICT security and solutions for security on distributed/cloud sysigetated to topicb)

9 IP protection

1 Development of lower power electronics and communication protofr@sted to topic a)

1 Development of very low cost sensors and their physical integration into smart systems and

distributed controllergrelated to topic a)

Moreover, theRoad4FAME results and recommendations are in good coherence with documents like
the EFRA roadmapSmart industry roadmapgMcKinsey repor{McKinsey & Company, 201:216])
and HVM repor{Technology Strategy Board, 20127]).

[3] EFFRA&Roadmap

The Road4&MEroad map addresses all domains of the EFFRA Roadmapg4ntitipics identified as
clearly represented. There aparticular synergies with Domains 2, 3, 4, 5 and 6

1 Advanced manufacturing processes (7/17 topics)
1 Adaptive and smart manufacturing proses(17/17 topics)
1 Digital, Virtual and Resource efficient factor{@8/14 topics)

18 http://www.mckinsey.com/insights/manufacturing/the_future_of manufacturing

17 A landscape for the future of high value manufacturing in thé U&B 2012)
https://www.innovateuk.org/documents/1524978/1814792/A+landscape+for+the+future+of+high+value+man
ufacturing+in+the+UK/0Offe 7682f8c¢-403889b3290c1085389d


http://www.effra.eu/attachments/article/129/Factories%20of%20the%20Future%202020%20Roadmap.pdf
http://www.rijksoverheid.nl/documenten-en-publicaties/rapporten/2014/05/09/smart-industry-dutch-industry-fit-for-the-future.html

9 Collaborative and Mobile Enterpris€48 topics)
1 Human Centric Manufacturin@/11 topics)
9 Customer Focused Manufacturifi2/12 topics)

[4] Smart IndustryRoadmap

The Rad4FAMEoad mapclearlyaddressegopics in althe key areas identified in 8¢hDutch Smart
Industry road map as shown below:

New Business with Smart Industry

New Knowledge with Impacts for Smart Industry

New Business Models (data) Networks Cliganizéion and Logistics
Integrated Knowledge

New Skills for Smart Industry

Supporting Policies for Smart Industry

=A =4 =4 4 -8 =4

[5] High-Value Manufacturirg (HMV)

Recent work in the UK] has identified the most important highalue manufacturing needs in order
for the UK manufacturing industry to remain competitive. It also prioritise the necepsacgsses,
products and service technologies necessary to support these needs. These are shown in the table

below:

UK HVM Needs

UKHVM requiredprocesses, and
service technologies

UK HVM requiregroduct, and

service technologies

new production processes
for scale and economy

additive manufacturing

materials and materials

design and manufacture for
light-weighting

net shape manufaaring

science (excluding composites)

flexible and responsive
manufacturing

robotics and automation
customisation

low carbon technologies

intelligent systems

small run technologies (including
distributed manufacture and
‘“batch size of

lightweight materials

data processing and storagy

micro and nanemanufacturing
processes

ICT and enabling ICT structures

new composites

end of life activities: recycling, 1€
use, renewing and Hifting

biomaterials

alternative, biebased
sources for existing

surface engineering (finishing an
coating processes)

sensor technologies

products and process
materials

link design and manufacturing
more closely

integrated technologies

systems modelling and
simulation (including

prototyping)

integrating technologies and
processes

nanotechnologies

new power sources

bioprocessing for
new/replacement materials/fuels

energy storage

organic materials for

ICT and enabling ICT structures

hydrogen fuel cells




electronics applications

new high performance robots
materials
improved, integrated systen integrated products and services
design
characteristics and new composites
modelling of new materials
products from waste and nanomaterials
virgin biomass

throughtlife engineering

[6] McKinsey and UKIVM-Report

Therehave been a few international and national studies on the importance of manufacturing to
economic growth and resilience and to innovation adoption and diffusion. The following table
compared the findings of two recent reports; one international from Mc&igs'4]€ind [one national
from the UK p] on the Trends and Drivers (including national needs) and innovations that are
important for future manufacturing.

Overall,there is very good agreement between the two reports as shown from the two comparison
tables below. Regarding trends, drivers and needs there is excellent alignment between the two
studies. Regarding innovations, the international report details morel@ie innovations important

for future manufacturing while the national report provides more information in new materials and
production process innovations probably reflecting key national competencies.

McKinsey Rep®|[5] UK HVM Report [4]
Trends and Drivers Trends and DriversMNeeds
Economic power and opportunity continue
Shift of global demand towards developing moving east and beyond, but increasing
economies transport costs encourage 4@atriation / on-
shoring
Proliferation of products to meet
fragmenting customer demand and need f¢ Flexible and responsive manufacturing
s customization
S Growing importance of valuadded services
% & service business models
o Rising wages in lowost locations Affluene increasing the pace of change
" Shift in relative labor costs
*8 Talent shortage Agel_n_g UK workforce skill shortages with I¢
& mobility
"_; Commodity price changes
§ Energy and transport costs Increasing cost and_scarcity of energy,
) resourcesand materials
New power sources
> c—su Support for domestic manatturing Evolvm_g governmgnt_ policy, tax_a_lnd
X > regulations to maximise competitiveness
= | Safety, quality and sustainability regulation




Intellectual property protection

Corporate tax rates

Technology & Innovation

Supporting R&D and innovation remains a
government priority

New materials

New composites

Organic materials for electronics applicatio

New high performance materials

Characteristics and modellired new
materials

Product design

Design and manufacture for lighteighting

Products and process materials

Systems modelling and simulation (includif
prototyping)

Improved, integrated system design

Products from waste and virgin biomass

Technology in production processes

Rising “digital eco
‘“traditional’ produ
as wel|l as creation

New production processes for scale and
economy

Intelligent systems

Data processing and stge

Alternative, biebased sources for existing
products and process materials

Business models

Throughlife engineering

Risks & uncertainty

Demand volatilty

Commodity price volatility

Currency fluctuations

Supplychain risks

Declining Ukbased supply chain and
increasing threats to SME from combinatio
of skills and finance shortage, together wit
global OEM procurement policies

Locationspecific risks

Producing in UK incurs high cost of factors
production

Capital cost uncertainty

Accessing credit and funding (including VC
and political impact on policy timeframes

Other

Growing, ageing population increases
demand, waste and imposes challenges fg
health, social care and food

Emerging new industries (eg, photonics,
renewable energywith strategic

opportunities for global leadership by UK
businesses, particularly in multi disciplinary
areas




Innovations

Processes, and service technolodies
Product, and service technologies

Materials and materials science (excluding

n .
S . . . . composites)
= New r_naterl.als, espemqlly lightweight Lightweight materials
% | materials (i.e. carbon fibre etc)
S
c New composites
= .
s Nanomaterials and Nanotechnology Nanomaterials
c
é Biotechnobgy and biological agents Biomaterials
= . . : .
£ Rgcoverlng and recycling materials used ir Low carbon technologies
finished products
< S, Megatronics
'E 'g Integrated productand services
2 - . : Integration of electronics into product and
© 5| Additions of computer intelligence (sensors . :
3 3| on-board computers) materials design.
E 0o Nanotechnologies
- Q

Energy storage

Innovation in production processes

Digital modeling, simulation and

Systems modelling and simulation tools,
integrated systen design, simulation and
validation.

visualisation

Virtual prototyping, materials models,
functionality and design.

System integration of high complexity
products.

Advanced industrial robotics

Robotics and automatiooustomisation:
Process automation and humamachine
interface.

Autonomy applications, particularly in
production and servicing

Additive manufacturing including 3D printir

Additive manufacturing

Net shape manufacturing

Green manufacturing

Small run technologies (including distribute
manufacture and ‘ba

Micro and nanemanufacturing processes

Surface engineering (finishing and coating
processes)

Link design and manufacturing more close

Integrating technologies and processes

Bioprocessing for new/replament
materials/fuels

manufacturing

Information

ICT and enabling ICT structures

Ability to integrate new and existing
processes and systems in a customisable
manner(including ICT)

Integrated technologies

Product design datases to enable




concurrent engineering, rapid
experimentation, simulation and €o
operation

Aggregate and share customer data to
improve services, increase sales and enab
designto-value

Source and share demand forecasting and
supply planning acrossuppliers and use
external variables

Implement lean manufacturing; model and
optimize production; develop dashboards

Implement sensor datdriven analytics to
improve throughput and enable mass
customization

Collect reatime after-sales data from
sensors and customer feedback to trigger
services and detect flaws

Improve supply chaivisibility through
control towers and organisatiowide
collaboration

Use of data gathering sensors in productio
machinery and in logistics

Sensor technologies

Intelligent systems and embedded
electronicsRobust ‘I ive
comprehensive capture and use of
product/process information. New
sensor/NDT devices and smart and multi
functional components which are embedde
and/or intelligent.

Large area, printable, cheap

electronics, integrated with other
manufacturing processes for energy
management, security, packaging and lighi
weighting.

= Mass customition

£ 3 | - |

E O A~ End of life activitiesiecycling, reuse,

£ | Circular economy : "

c g renewing and rdifing

g | Frugal innovation

.E§ “Plug and pl aApplicatinaof

5o modularity to develop a high volume

'*c;E 2 production environment, where the

S production units can be combined in a

£ flexible manner and serviced more
effectively.

< - Hydrogen fuel cells

() (]

Robots




